Stratford School Academy

Schemes of Work
7.1 E-Safety

Number of weeks (between
6&8)

Content of the unit

Assumed prior learning (tested at the beginning of the unit)

Using computers safely, effectively and responsibly
6

This is a theoretical unit covering the necessary basic knowledge to use computers safely, effectively and
responsibly. Pupils begin by looking at file management and security. The unit then moves on to e-safety
(cyber-bullying, phishing etc.), and online profiles to give pupils a better understanding and awareness of
using social media. The functionality and operation of email and search engines and how to use them
effectively are covered, and a final lesson includes a multiple choice test on the contents of the unit and
basic computer use.

Assessment points and tasks

Written feedback points

Pupils will sit a multiple choice
test as their final assessment.
This Schemes of work is aimed
towards GCSE Grades F-D

All pupils will have a basic knowledge of using a computer, creating
and managing files. They may already have email accounts and be
able to send and receive emails, and will have used a search engine
such as Google.

Learning Outcomes (tested at the end and related to subject competences)

Provide feedback mid-way through the unit.
Provide written feedback following the end of unit
assessment.

At the end of this Unit all pupils should be able to:


use basic file management techniques to create folders, save, copy, move, rename and delete files and folders
and make backup copies of files



recognise extensions for common file types such as .doc or .docx, .ppt, .jpg etc



keep their files in well organised and appropriately named folders



explain what constitutes a “strong” password for an online account



describe a code of conduct
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list some of the dangers and drawbacks of social networking sites



list some possible responses to cyberbullying



send and reply to emails, send attachments



use a search engine to find information

Most pupils will be able to:


describe guidelines for keeping their identity secure on the Internet



describe what is meant by identity theft and how to minimize the risks of this



identify a probable phishing email and deal with it appropriately



describe how to minimize the danger of having their computer infected by a virus



resize images before attaching to emails



explain the advantages and disadvantages of email as a method of communication

Some pupils will be able to:


manage a Contacts list efficiently for email



use an email signature



use the advanced features of a search engine



describe why the information they find may not be accurate
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Clear learning
intentions





To learn to
manage files
in File
Explorer

Clear success
criteria



To
understand
the
importance
of backup





use basic file
management
techniques to
create folders,
save, copy,
move, rename
and delete files
and folders
and make
backup copies
of files
recognise
extensions for
common file
types such as
.doc or .docx,
.ppt, .jpg etc
keep their files
in well
organised and
appropriately
named folders

Hook

Presentation of content

Many schools have a
Code of Conduct or
Acceptable Use policy
which the pupils need
to sign. If appropriate,
this could be a good
time to present it to
them.

File types
What a file extension is. What is their purpose? Can they name file
extensions of files created in software such as Word, Excel, PowerPoint?
What are common file extensions for image files? (e.g. .jpg, .tiff, .png,
.bmp)

Guided practice

Independent
practice
(homework)

UCSER Worksheet 1
File management Task 1

Find 20 useful
shortcut keys. Put
these in a table,
with a description,
that could be
glued into your
homework diary.

File organisation and Naming conventions
Useful techniques in File Explorer
-

Shortcut keys

-

File management

-

Tree structure

Task 2

Backup
Emphasise the importance of backing up their work and how it can be
backed up.
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Closure

Discuss with the class
their answers to the
worksheet.
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Learn about
the possible
dangers of
social
networking
sites
Learn how to
respond to
threats on
the Internet
Learn how to
keep your
identity
secure on the
Internet







list some of the
dangers and
drawbacks of
social
networking
sites
list some
possible
responses to
cyberbullying
describe
guidelines for
keeping their
identity secure
on the Internet

Ask pupils to name all
the social networking
sites they can think of.
Social networking: ask
for a show of hands for
who is aware of, or has
an account with, any of
the ones listed. Ask if
they are members of
any that social
networking sites that
aren’t listed.

Cyberbullying:
Ask if anyone has come across Cyberbullying, either personally or by
knowing friends who have experienced it.

UCSER Worksheet 2
Social networking Task 1

Online strangers
Ask the class if they can think of ways to check the identity of someone
they are speaking to online.
Inappropriate content
Pupils should be aware of what is considered inappropriate content.
Posting inappropriate content and Encountering inappropriate content:
The two main types of inappropriate content relevant to this age group
are sexual content/predators & cyberbullying. Ask pupils what to do if
they encounter inappropriate content, or are unsure if it’s inappropriate.
Prompt if necessary – report it!
Reporting concerns
Through the website – most websites have a “Report it” button where
you can report content posted by others.
Online profiles
-

Nothing can be deleted

-

Future employers Protecting your online identity

Personal details
Ask pupils to think about which information they would put in an online
profile.
Gang recruitment
If you feel it appropriate, you could mention gang recruitment.
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Task 2

See Lesson 2
Homework – social
networking.doc
Pupils to use
https://www.think
uknow.co.uk/11_1
3/Needadvice/Ready-forsocial-networking/
to draft an email
to a friend
explaining why
they shouldn’t
rush into joing a
social network.

What would life be
like without
communications
technology?
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Learn how 
to create
a secure,
memorabl
e
password
Learn how 
to protect
your
identity
online





Learn how
to avoid
being a
victim of
an email
scam


explain what
constitutes a
“strong”
password for
an online
account
describe
guidelines for
keeping their
identity secure
on the Internet

Ask the class how many
sites they visit that
need a password. Do
they use the same
password for
everything?

Discuss some basic rules for password security. Complete Task 1.
Identity theft - Ask the class what other methods of keeping data secure
they may have experienced or heard of. Ask the class if they have email
accounts. Have they, or someone in their family, ever received an email
from someone pretending to be a friend or contact? Or an email telling
them that it’s urgent to click on a link in the email? Talk about phishing
emails. Show example. Complete Task 2.

Task 1 on Worksheet Create a poster
3 Protecting
which provides a
personal data
checklist on
Complete Task 2 on
the worksheet.

making a good
password

Or

Create a poster to
give tips on how to
spot a phishing
email

describe what
is meant by
identity theft
and how to
minimize the
risks of this
identify a
probable
phishing email
and deal with
it appropriately
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How many signs did
they spot in the scam
email? What should
they do with the
email?
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To learn how
to
- Send,
respond
to and
forward
emails
- search
your old
emails for
a sender,
subject,
etc.
- Resize
large
image
files
before
sending
- Manage a
contacts
list



send and reply
to emails, send
attachments



resize images
before
attaching to
emails







explain the
advantages
and
disadvantages
of email as a
method of
communicatio
n
manage a
Contacts list
efficiently for
email
use an email
signature

Ask the pupils if they
have email addresses.
All will have a school
email address. What do
they use it for?

Discuss briefly how email works, and ask pupils what services email
providers give.
What usernames do the pupils have? Are these names that they would
use when applying for a job?
Demonstrate the basics of sending, forwarding and replying to emails,
using CC (Carbon Copy) and BCC (Blind Carbon Copy) and sending
attachments. Give out Worksheet 4 which can be completed in pairs or
small groups.
Discuss the Address book feature, and its usefulness. An email signature
is useful in a business context but maybe not so useful for personal
emails. Pupils may sometimes need to send formal emails – what should
these look like?
Ask the pupils what they think are the advantages of emails over other
forms of communication such as texting, social networks, letters, phone
calls. How can they ensure that their email has been received? Do
emails have any disadvantages?
Demonstrate searching for all the emails from a particular sender or
containing a particular word or phrase if you have a suitable Inbox for
demonstration.

Be aware of
the
advantages
and
disadvantage
s of email
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Worksheet 4
(sending and
responding to
emails).

Send an email to
your teacher.
Include an
attachment where
you explain at
least three
advantages and
three
disadvantages of
emails.

Discuss the emails
that the pupils have
written for
Worksheet 4.

Stratford School Academy

Schemes of Work
7.1 E-Safety

5







6



Define the
term “search
engine” and
name
examples
Learn
techniques to
use a search
engine
efficiently
Appreciate
that there is
no guarantee
that the
information
on the
Internet is
accurate
Assessment
of learning
for the unit.







use a search
engine to find
information
use the
advanced
features of a
search engine
describe why
the
information
they find may
not be
accurate

How many search
engines can the pupils
name? Which one do
they use most? How
often do they use a
search engine?

Explain How a search engine works – including an explanation of a web
server.

Worksheet 5

Revision for
assessment next
lesson.

Class discussion on
answers to the
Worksheet tasks.

7.1 Final Assessment

Wordsearch
introducing key
terms for the next
unit to be studied.

Explain to pupils
what the next unit
will be about.

Explain how using specific Keywords will help in a search and show some
tips including “ and -.
Demonstrate Google’s advanced search.
On the Google results page, the Advanced Search option is found by
clicking the Settings “cog” icon, then selecting Advanced Search from the
menu.
How accurate is the information? Encourage pupils to be critical of
information they find on the web. Discuss reliability.
Discuss Wikipedia and reliability.

Briefly revise at the start of the lesson.
Explain rules for the assessment.
Explain how the assessment is to be completed.
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